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Abstract

Watermarking is the process of embedding watermarks into an image such that the embedded watermark can be
extracted later. Lossy compression attacks in digital watermarking are one of the major issues in digital watermarking.
Cheddad et al. proposed a robust secured self-embedding method which is resistant to a certain amount of JPEG
compression. Our experimental results show that the self-embedding method is resistant to JPEG compression attacks
and not resistant to other lossy compression attacks such as Block Truncation Coding (BTC) and Singular Value
Decomposition (SVD). Therefore we improved Cheddad et al’s. method to give better protection against BTC and

SVD compression attacks.
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I. INTRODUCTION

Protecting digital image content is an important task in image security. To protect the content, digital image
watermarking techniques are applied. In watermarking the secret information called the watermark, is invisibly
embedded into the host digital image. A general watermarking framework for content protection is presented in [1].

Watermarking techniques can be categorized into two types (spatial and frequency domain) according to the
embedding process. Watermarking in the frequency domain is more robust than watermarking in the spatial domain
[2], because the watermark information can be spread out over the entire image [3]. Commonly used frequency
domain transforms include the Discrete Wavelet Transform (DWT), the Discrete Cosine Transform (DCT) and
the Discrete Fourier Transform (DFT). However, DWT [4] has been used in digital image watermarking more
frequently due to its excellent spatial localisation and multi-resolution characteristics, which are similar to the

theoretical models of Human Visual System (HSV) [5].
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The content of watermarked digital images can be easily attacked by using image processing operations such
as lossy compression. Invisible watermarking requires a reasonable robustness against compression attacks. Lossy
compression algorithms tend to remove invisible information that can be related to the watermark. Watermark
robustness under image compression is an essential issue for image content protection. Therefore, watermarks
should combine invisibility and robustness simultaneously.

Recently Cheddad et al [6] proposed a method to protect the digital image itself using a secured robust self-
embedding technique. In their method, a halftoned version (black and white image) of the original image is
used as watermark. The calculated watermark is embedded in the 2D Haar DWT of the original image and the
watermarked image is obtained. Then the Wavelet-based Inverse Halftoning via De-convolution (WInHD) is used
on the extracted watermark from the watermarked image to recover the approximation of the original image. This

is a blind watermarking scheme as the original image is not needed for the recovery process, see Figure 1.

Fig. 1. (a) Original image, (b) halftoned binary image, (c) and (d) are recovered images from JPEG 95% and 85% quality compression attacks

respectively.

JPEG 2000 is one of the modern lossy compression methods and is based on DWT. As the Cheddad et al.
method is DWT based, it is resistant to JPEG compression attacks to a certain extent. They reported that their
method is resilient to JPEG compression up to 80-75% [6]. There is no experimental results shown for other lossy
compression techniques, such as Block Truncation Coding (BLC) and Singular Value Decomposition (SVD) etc. Our
experimental results show that Cheddad et al’s method is not robust to BTC and SVD lossy compression techniques.
Therefore we improved Cheddad et al’s method and experimental results prove that our method provides better
recovery results on BTC and SVD compression attacks. A short version of this paper appears in the literature [7].

Our method is discussed in Section II. The secure image encryption algorithm is explained in section III. Sections

IV and V explain the results and provide discussion and conclusions respectively.

II. OUR METHOD

In DWT, an image is decomposed into a set of basis functions namely low frequency band (LL), high-low
frequency band (HL), low-high frequency band (LH) and high frequency band (HH), see Figure 2(a). The low
frequency band is a lowpass approximation of the original image and includes most energy of the image. The other
bands include edge components of horizontal, vertical and diagonal directions at different scales and resolutions

respectively.



According to the energy distribution, LL, is the most important. Hence in DWT domain, watermarks should be
embedded in the low frequency band [8]. Cheddad et al. also selected the low frequency band of the 1%%-level 2D
Haar DWT as their embedding area (i.e. LL1) [6].
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Fig. 2. (a) 15t-level DWT decomposition and (b) LLY calculation.

Common image processing procedures, which watermarked images may encounter, such as data compression, low-
pass filtering and subsampling, tend to change the low frequency coefficients less than high frequency coefficients
[8]. Therefore it is necessary to reduce the high frequency coefficient effects to make the watermarked image
resistant to compression attacks.

DWT has applications in image processing, where typically the approach is to DWT an image, alter the transform
coefficients (by thresholding or zeroing), and inverse DWT to regain an altered image that has been de-noised, or
its edges sharpened or blurred. The zeroing high frequency coefficient technique is applied to the digital image
watermarking application in [9].

We also applied the zeroing technique to improve the performance of Cheddad et al.’s method against lossy
compression attacks. In our method the original LL; is further wavelet transformed and then three high frequency
bands (LH9, HL, and H Hs, excluding LL,) are initialised to zeros and inverse wavelet transformed. We then
obtain another LI/ from the process, see Figure 2(b). In our method, this newly calculated LI} is used for
embedding instead of LL;.

The watermark is embedded in LL} using an encryption algorithm explained in section III and the inverse
DWT is applied to generate the watermarked image. The embedded watermark is extracted from the compression
attacked watermarked image using a decryption algorithm (again see Section III). Finally the Wavelet-based Inverse
Halftoning via De-convolution (WInHD) [11] is applied to the extracted watermark to recover the approximation
of the original image.

Embedding the watermark into LL/, instead of LL;, may decrease the watermarked image quality, see Figure
3(b), but the extracted watermark reliability is increased, see Figure 3(d). The BTC and SVD compression attacks
are applied to watermarked images. Brief information on BTC and SVD is given below.

Block Truncation Coding (BTC) is a lossy image compression technique. It divides the original images into
blocks and then uses a quantizer to reduce the number of grey levels in each block while maintaining the same

mean and standard deviation [12]. Sub blocks of 4x4 pixels allow compression of about 25%. Larger blocks allow
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Fig. 3. (a) watermarked image using Cheddad et al’s method, (b) watermarked image using our method, (c) recovered image from 4x4 block

BTC compression attack using Cheddad et al’s method and (d) recovered image from 4x4 block BTC compression attack using our method.

greater compression however quality also reduces with the increase in block size due to the nature of the algorithm.
Singular Value Decomposition (SVD) is one of the most useful tools of linear algebra. It is a factorization and
approximation technique which effectively reduces any matrix into a smaller invertible and square matrix. Using

(SVD) for image compression can be a very useful tool to save storage space [13], [14].

III. IMAGE ENCRYPTION ALGORITHM

This algorithm is explained based on [6] and the encryption algorithm is fully described in [15]. A hash function
is more formally defined as the mapping of bit strings of an arbitrary finite length to strings of fixed length [16].
Here we attempt to extend SHA-1 (the terminology and functions used as building blocks to form SHA-1 are
described in the US Secure Hash Algorithm 1, [17]) to encrypt digital 2D data. The introduction of Fast Fourier
Transform (FFT) forms together with the output of SHA-1 a strong image encryption setting. Let the key bit stream
be i, where the subscripts k£ and [ denote the width and height after resizing the key’s bit stream respectively,
ie., 8 M x N, where M, N are the plain image’s dimensions.

The FFT will operate on the DCT transform of A;; subject to Eq. 2.
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where F'(x,y) = DCT(\y,;) satisfying Eq. (2). Note that for the transformation at the FFT and DCT levels we
do not utilise all of the coefficients. Rather, we impose the following rule, which generates at the end a binary

random-like map. Given the output of Eq. 1 we can derive the binary map straightforwardly as:

Map(, ) = 1 iff f(u,v)>0 @

0 otherwise
This map takes the positive coefficients of the imaginary part to form the ON pixels in the map. Since the
coefficients are omitted the reconstruction of the password phrase is impossible, hence the name Irreversible Fast
Fourier Transform (IrFFT). In other words, it is a one way function which accepts initially a user password. This map

finally is XORed with the binary version of each colour component separately. The core idea here is to transform



these changes into the spatial domain where we can apply 2D-DCT and 2D-FFT that introduce the aforementioned
sensitivity to the two dimensional space. As such, images can be easily encoded securely with password protection.
The watermark images are securely embedded using the encryption algorithm explained above. The decryption

technique is also similar to the encryption algorithm and can be referred in [15].

IV. RESULTS AND DISCUSSION

In this section, we illustrate and evaluate the performance of the proposed method against JPEG, BTC and SVD
compression attacks on color and grayscale images'. The images, Lena, Baboon, pepper and FI6, are used as
the cover images for our experiments. Two different experiments are carried out to show the effectiveness of our
proposed method against Cheddad et al.’s method.

In both experiments, the watermarked images are generated using Cheddad et al. and our method, see Figure
3(a) and (b). These watermarked images are attacked by JPEG, BTC and SVD compression techniques. The
binary watermarks are extracted from attacked watermarked images and the approximation of the original image
is recovered. For quantitative evaluation, the PSNR (Peak Signal-to-Noise Ratio) is introduced to evaluate the

performance between the original image and recovered image. The PSNR is defined as follows:
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where m * n is the image size, a; ; and b; ; are the corresponding pixel values of cover and recovered images.

A. Experiment I

In this experiment, the ‘UU-logo’ grayscale image (64x64 pixels), Figure 4(a), is chosen as the secret image.
This image is converted to a binary image, Figure 4(b), using dithering operation with WInHD [11]. Then this
binary image is embedded in the cover image (i.e. lena, baboon, pepper and FI16, 512x512 pixels) and embedded
image, Figure 4(c), is generated. Then the embbeded image is attacked by lossy compression techniques, JPEG,
SVD and BTC. A BTC 4x4 block compression attacked embedded image is shown in Figure 4(d).

Figure 4(e) shows the extracted watermarked image from the attacked embbeded image. Finally the grayscale
image is reconstructed from the extracted watermark image using inverse halftoning via de-convolution (WInHD)
[11], Figure 4(f). Then the reconstructed image, Figure 4(f), and the original secret image, Figure 4(a), are compared
to see the robustness of Cheddad et al.’s method and our proposed method on image recovery against the lossy
compression attacks.

Figure 5 shows the robustness of Cheddad et al’s method and our proposed method against the SVD lossy
compression attack with singular values 80, 100 and 160 respectively. Here the grayscale image, Figure 4(a), is
used as the secret image (i.e. watermark) and the images pepper, baboon, F16 and Lena are used as cover images,

Figure 5(a).
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Fig. 4. (a) ‘UU-logo’ grayscale image, (b) watermark binary image from (a) using dithering operation with WInHD [11], (c) embbeded image,

(d) attacked image using BTC 4x4 block compression attack, (e) extracted watermark and (f) reconstructed grayscale image.

Cheddad’s | Proposed | Cheddad’s | Proposed | Cheddad’s | Proposed

Fig. 5. (a) represents cover image. (b), (c) and (d) represent reconstructed secret images using dithering operation [11] from SVD compression

attacks with singular values = 80, 100 and 160 respectively.



TABLE I
PSNR RESULTS - SVD LOSSY COMPRESSION ATTACK

Cover Image Methods Singular Values
60 80 100 120 140 160 180
. Cheddad’s 858 941 1081 1239 13.69 1524 16.49
1.
ena Proposed 891 1053 1144 13.15 1460 1581 17.09
Bab Cheddad’s 7.60 773 771 829 881 949 987
aboon Proposed 775 785 798 872 937 1008 11.02
b Cheddad’s 8.10 877 1014 11.10 1247 13.61 14.65
epper
PP Proposed 827 939 1046 1152 13.10 1375 14.97
F16 Cheddad’s 956 1085 1183 13.68 1554 1724 17.98
Proposed  9.67 1111 1270 1432 1567 17.10 18.01
TABLE II
PSNR RESULTS - JPEG COMPRESSION ATTACK
Cover Image Methods Jpeg Compression Quality
75 80 8 90 95
. Cheddad’s 757 771 761 7.63 8.10
1.
end Proposed  7.66 7.56 779 800 827
Bab Cheddad’s 792 771 778 782 871
aboon Proposed 775 7.85 802 813 844
b Cheddad's 7.61 7.63 7.88 796 835
epper Proposed  7.69 747 789 7.86 834
F16 Cheddad’s 7.68 7.69 7.9 7.80 820
Proposed 7.75 7.70 7.75 7.86 8.10
TABLE 1II

PSNR RESULTS - BTC COMPRESSION ATTACK

Cover Image Methods Block Size
2x2 4x4 8x8 16x16
. Cheddad’s 2004 1322 1044  9.06

n

end Proposed  20.63 1402 1085  9.12
Bab Cheddad’s 19.84 938 838 824
aboon Proposed 2079 979 830  8.11
b Cheddad’s 20.16 1232 978 9.0l
epper Proposed 2047 13.03 1034  9.05
6 Cheddad’s 21.09 1456 1172  10.18
Proposed 2120 1452 1153  10.17




The full set of PSNR results for SVD, JPEG and BTC lossy compression attacks are given in Tables I, II and

IIT respectively. The results show that our proposed method is more robust than Cheddad et al.’s method.

B. Experiment II

In this experiment, we protect the cover image itself from lossy compression attacks. In this self-embedding
digital image content protection method, first the digital image, that needs to be protected against compressions
attacks, is selected (say 256x256 ‘Lena’ grayscale image). The ‘Lena’ image is shown in Figure 6(a). Then the
Floyd’s [10] error diffusion digital halftoning technique is applied on the ‘Lena’ image to obtain the watermark
(i.e. a halftoned black and white image), see Figure 6(b). Then this black and white ‘Lena’ image is embedded in

the original ‘Lena’ image. The results of robustness against the lossy compression attacks follow.

Fig. 6. (a), (b) and (c) represent cover image, binary image from (a) using dithering operation with WInHD [11] and embbeded image
respectively. (d), (e) and (f) represent reconstructed grayscale images from SVD lossy compression attacks with singular values 140, 160 and

180 respectively.

1) JPEG Compression attack: From Figure 7 we see that both methods perform similarly against JPEG com-
pression quality factors 75%, 85%, 90% and 95%.

JPEG Compression

=k~ Cheddad et al Method
21 —@r— Our Method

PSNR

75 80 85 90 95
Jpeg Compression Quality

Fig. 7. PSNR results of JPEG compression attack on ‘Lena’ image.

Thttp : / Jwww.petitcolas.net/ fabien/watermarking/image_database/index.html



2) BTC Compression attack: Here 2x2, 4x4, 8x8 and 16x16 blocks are selected for experiments. When we apply
8x8 and 16x16 blocks BTC attacks on the watermarked image, the watermarked image acquires severely corrupted
intensity of pixels. Therefore we could not see much difference in performance with 8x8 and 16x16 blocks BTC
compression. Our method performed better when 2x2 and 4x4 blocks BTC compressions where applied to the

watermarked images, see Figure 8.

BTC - Block Truncation Coding

==~ Cheddad et al Method
—@— Our Method

PSNR

2 4 6 8 10 12 14 16 18
Block Size

Fig. 8. PSNR results of BTC compression attack on ‘Lena’ image.

3) SVD Compression attack: Based on Figure 9, we can see that when 60 and 180 singular values are used for
SVD compression attacks, the performances are similar for both methods. When 60 singular values are used, the
recovered images from both methods are very noisy. At the same time, when 180 singular values are used, the
quality of the recovered images from both methods are more similar. When the singular values between 60 and

180 are used, our method outperformes Cheddad et al.’s method.

SVD - Singular Value Decomposition

=~ Cheddad et al Method
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Fig. 9. PSNR results of SVD compression attack on ‘Lena’ image.



10

V. CONCLUSION

Lossy compression attacks in digital watermarking are one of the major issues when sending digital images
over the internet. In this paper, we improved Cheddad et al’s embedding method to make it resistant to lossy
compression attacks such as JPEG, BTC and SVD. Our experimental results show evidence that the hidden content
of the watermarked image can be recovered to a certain extent even though the watermarked image is attacked by
lossy compression such as JPEG, BTC and SVD.

In our experiments, we considered hidden content as two different concepts. In experiment I, the hidden content
is considered as a separate watermark image than the cover image. But in experiment II, the black and white
conversion of the cover image is considered as the watermark image. We only experimented with grayscale images
in experiment II. Future work will involve making our self-embedding method more applicable to a broader range

of images, in particular colour images.
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